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Audience

This document is directed to an audience familiar with both the Radware Linkproof and the
Riverbed Steelhead appliance, this document does not delve into extensive depth regarding
the detailed setup of the Steelhead nor the LinkProof, but rather outlines some points of
interest

Scope

This document describes the interoperability proof of concept lab executed by Raj Vadi at the
Radware Inc., Americas HQ, Mahwah, NJ utilizing the Radware LinkProof Appliances and
the Riverbed Steelhead Appliances. This interoperability test was a very basic and
rudimentary test involving a single scenario, and limited to functionality, and as a verification
of the interoperability concept limited to the single scenario. This test was conducted to add
value to the Riverbed Steelhead WAN optimization solution by providing the WAN link fail-
over and load balancing capabilities, which is provided by the Radware LinkProof Appliance

Concept Scenario

The scenario tested out assumes the following

1. The offices are connected in a hub-and-spoke arrangement, with the Branch offices
connecting to the HQ

2. The connectivity at the HQ consists of the following

a. 1 MPLS WAN router to the MPLS network which connects all branches via
MPLS links, this is considered to be the primary path, though it can be utilized
in conjunction with the VPN path

b. 1 FW/VPN gateway (single or cluster) that utilizes an Internet Router for
connectivity via VPN to all the branches

3. The connectivity at the Branch consists of the following
a. 1 MPLS router connecting to the MPLS network

b. 1 FW/VPN device which utilizes a low-cost broadband link to connect to the
Internet

4. Riverbed Steelhead appliances are present at the HQ and the Branches
5. Radware LinkProof appliances are present at the HQ and the Branches
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Network Diagram of the Scenario Topology

Headquarters Wide Area Branches
Network

Branch-1

Branch-N

Objective
The objective of this test was to ascertain the following

1. Ability to provide a transparent fail-over from the MPLS network to the VPN in the
event of an MPLS link failure either at the HQ or the Branch

2. Determine the failure to reach a destination network across the MPLS link at HQ, and
ONLY fail traffic to that specific destination network over to the VPN

3. Test the viability of load-balancing the WAN optimized traffic across both MPLS
network and the VPN network
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Constraints

1. To detect, and fail-over traffic to specific destinations that are no longer reachable via
MPLS, while continuing to use the MPLS link for other destinations, both at the HQ
and at the Branches

2. To create a design that causes minimum changes to the network addressing, etc., in
other words with the minimum impact, and a configuration that can be easily
deployed to multiple branches as well as managed.

Lab Model of the concept scenario

The lab model consisted of creating a setup with a HQ, and one branch, while still achieving
the objectives laid out within the constraints specified. The HQ “servers” were mimicked by
an MS Exchange Server; the Branch workstation was a laptop, with an MS Outlook client to
access the Exchange Server. WAN was approximated by routers that were connected back-
to-back for the MPLS network, and the simulated Internet/\VPN network. The routers on the
simulated MPLS and Internet networks were limited by bandwidth policies such that the
MPLS link was set at 256 Kbps at the branch, and the Internet Link was set to 128 kbps at
the branch. The HQ routers were not bandwidth limited. The Linkproofs was configured to be
transparent at L3, i.e., no NAT functions were enabled, the Riverbed appliances were
configured as bridges.

Headquarters

2 routers (Radware Web Server Director 200 (WSD-200) was used as a router) for reaching
the simulated “MPLS network”, and the “Internet”, 1 Riverbed Steelhead-100 Appliance at
the HQ, and 1 LinkProof-200 appliance.

Wide Area Network

2 Cross-over Ethernet cables connecting the routers back to back for the MPLS, and the
Internet networks. The WAN interfaces on the routers utilized transit subnets.

Branch

N -
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2 routers (WSD-200) for connecting the simulated “MPLS network” and the “Internet”, 1
Riverbed Steelhead-100 Appliance at the Branch, and 1 LP-Branch appliance

Network Diagram of the Lab Setup

Wide
Area Network

Head Quarters Branch

2/0°02°891 461
Branch LAN

Laptop
Computer,

Riverbed
{eelhead-100

MS Exchange
Server

30.30.30.0/24

= ‘10.10.10.0/24
Q ¢/&5
=y

ro ~_VPN/Internet

Rt

192.168.11.0/24
LinkProof-2Q0

The devices were configured as below
Head Quarters

e LinkProof-200:-

1. Interface F-1, the WAN interface, with an IP address of 192.168.20.1/24 and
connected to Switch-1, Rtr-1 and Rtr-2 are also connected to this switch.

2. Interface F-2, the LAN interface, with an IP address of 30.30.30.1/24
3. Added NHR-1, the LAN interface of Rtr-1, 192.168.20.2 to NHR table
4. Added NHR-2, the LAN interface of Rtr-2, 192.168.20.3 to NHR table
5. Created Port rules configured for F1<->F2

6. Sessions-mode set to “Select new NHR on source port”

7. “Remove on Session End” enabled
8. Dispatch mode set to “Cyclic”
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9. Default gateway set to NHR-1, 192.168.20.2

10. Destination health monitoring set for the Destination group 192.168.11.0/24,
NHR-1-primary, NHR-2-backup, the monitoring IP was pointed to 192.168.11.1

11. Set Full Path Health Check IP addresses for NHR-1 to 192.168.20.2, and
10.10.11.2

12. Set Full Path Health Check IP addresses for NHR-2 to 192.168.20.3, and
10.10.10.2

e MS Exchange Server

1. IP address was set to 30.30.30.100/24
2. Default gateway was pointed to 30.30.30.1

3. Connected directly to interface F-2 of the LinkProof-200 via a straight-thru Cat-5e
cable

¢ Riverbed Steelhead-100 Appliance

1. In-path IP address set to 30.30.30.2/24
2. Default gateway was pointed to 30.30.30.1

3. WAN interface was connected to LP-200 F-2 interface via a straight-thru Cat-5e
cable (LP-200 behaves as a switch)

4. LAN interface was connected to MS-Exchange Server via straight-thru Cat-5e

cable

5. Device was shipped to Radware with configured optimization policy for HTTP,
CIFS, and MAPI

e Rtr1

1. LAN interface IP address set to 192.168.20.2/24, interface F-1

2. WAN interface IP address set to 10.10.11.1/24, interface F-2

3. Default gateway set to 10.10.11.2

4. Static route configured for 30.30.30.0/24 via 192.168.20.1

e Ritr-2
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LAN interface IP address set to 192.168.20.3/24, interface F-1
WAN interface IP address set to 10.10.10.1/24, interface F-2
Default gateway set to 10.10.10.2

Static route configured for 30.30.30.0/24 via 192.168.20.1

b=

Wide Area Network

. Connectivity

1. Crossover Cat-5e cable connecting Rtr-1 to Rtr-3 on the WAN interfaces
(Ethernet ports were used on the routers)

2. Crossover Cat-5e cable connecting Rtr-2 to Rtr-4 on the WAN interfaces
(Ethernet ports were used on the routers)

Branch

e LP-Branch

Interface F-1 the WAN interface was set to IP address 192.168.12.1/24
Interface F-2 the LAN interface was set to IP address 192.168.11.1/24
Added NHR-1, the LAN interface of Rtr-3, 192.168.12.2 to NHR table
Added NHR-2, the LAN interface of Rtr-4, 192.168.12.3 to NHR table
Created Port rules configured for F1<->F2

Sessions-mode set to “Select new NHR on source port”

‘Remove on Session End” enabled

Dispatch mode set to “Cyclic”

Default gateway set to NHR-3, 192.168.11.2

0. Destination health monitoring set for the Destination group 30.30.30.0/24, NHR-1-
primary, NHR-2-backup, the monitoring IP was pointed to 30.30.30.1

11. Set Full Path Health Check IP addresses for NHR-1 to 192.168.20.2, and
10.10.11.2

12. Set Full Path Health Check IP addresses for NHR-2 to 192.168.20.3, and
10.10.10.2

= © 0o N g bk oo
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e Laptop Computer

1. IP address was set to 192.168.11.100/24
2. Default gateway was pointed to 192.168.11.1

3. Connected directly to interface F-2 of the LinkProof-Branch via a straight-thru Cat-
5e cable

¢ Riverbed Steelhead-100 Appliance

1. In-path IP address set to 192.168.11.2/24
2. Default gateway was pointed to 192.168.11.1

3. WAN interface was connected to LP-Branch F-2 interface via a straight-thru Cat-
5e cable (LP-branch behaves as a switch)

4. LAN interface was connected to the Laptop Computer via straight-thru Cat-5e
cable

5. Device was shipped to Radware with configured optimization policy for HTTP,
CIFS, and MAPI

e Rtr-3

LAN interface IP address set to 192.168.12.2/24, interface F-1

WAN interface IP address set to 10.10.11.2/24, interface F-2

Default gateway set to 10.10.11.1

Static route configured for 192.168.11.0/24 via 192.168.12.1

Created a bandwidth management policy to restrict all traffic to 256 Kbps

ok~ -~

LAN interface IP address set to 192.168.12.3/24

WAN interface IP address set to 10.10.10.2/24

Default gateway set to 10.10.10.1

Static route configured for 192.168.11.0/24 via 192.168.12.1

Create a bandwidth management policy to restrict all traffic to 128 Kbps

Page 9 /
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Test process
The tests conducted were as follows:-

1. Pinged various IP addresses from Laptop computer all the way up to the Exchange
Server to verify connectivity, this was conducted with Rtr-1 and Rtr-3 connected and
Rtr-2 and Rtr-4 disconnected, and again verified with Rtr-1 and Rtr-3 disconnected
and Rtr-2 and Rtr-4 connected. Result: Success

2. Logged on to the Steelhead-100 appliances via serial console, and pinged various IP
addresses in the test network. Result: Success

3. Logged on to the Management Console of the Steelhead-100 appliances and verified
that the devices had auto-discovered each other. Result: Success

4. Established a HTTP browser connection to the Outlook Web Access running on an
IIS server on the MS Exchange Server from the laptop computer via a browser.
Result: Success

5. Verified via the Management Console of the Steelhead-100 that HTTP was being
compressed based on the policy stats. Result: Success

6. Established an Outlook MAPI session with the MS Exchange Server, verified that the
session was optimized by the Steelhead-100 via the Management Console

7. Connected both the MPLS and Internet pathways, i.e., Rtr-1 and Rtr-3 and Rtr-2 and
Rtr-4, additionally the Destination Grouping entries on both the LP-200 and LP-
Branch were set such that the two NHRs for each destination group were setup as
primary. Verified that the optimized traffic was distributed across the two pathways via
the LinkProof client table views on both the LP-200 and LP-Branch. Result: Success

8. Failed Rir-1, by powering it off, thus failing the MPLS pathway, and tested the access
to the MS Exchange server via HTTP and MAPI. Result: Success

9. Brought Rtr-1 back online by powering, and verified that the optimized traffic was
flowing across both pathways by looking at the client tables on the LP-200 and the
LP-Branch. Result: Success

Summary

As a result of the test procedures listed above an informal and quick validation was
performed for the concept of providing WAN Link redundancy and load balancing
interoperating with the Riverbed Steelhead appliances. The scenario described in this
document was tested and worked without any issues.
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