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DDOS TIME
m DUAL THREAT COMPRESSION
Defenders face attacks with
unprecedented scale and
autonomous sophistication

Duration for most record-level
attacks is under 5 minutes—some
are less than 60 seconds

Al IDENTITY INVISIBLE IPI
CRISIS VULNERABILITIES
Attackers spoof legitimate Al Zero-click attacks turn trusted Al
agents to bypass current protection agents into silent insider threats

5 Key Intel Insights

2025 Industries by Network DDoS Attacks
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2025 Attack Categories
Application
Layer
<> Vulnerability Exploitations
\/ 41.8%
v Other
43.5%

Al fuels surgical
strikes on business
logic and APIs

1287%

increase in malicious Access Violation
transactions 9.38%

SQL Injection
1.08%

Data Leakage
4.3%

Malicious Web Application and API Transactions

+128.0%
Second Half

B First Half

+41.1%

+170.8%

Number of Blocked Transactions
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2025 Bad Bot Transactions by Region
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Bad bots thrive in 40.7%
automated and
coordinated ecosystems
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. 0
increase in bad bot
activity
CALA
15.2%
Bad Bot Transactions
+91.8%
B Second Half
First Half
(V)]
(e
RS
)
(©)
©
(Vp)]
G +35.2%
I_
O
© +26.2%
(©)
o
m
2022 2023 2024 2025
Top Targeted Regions in 2025
. . Europe
Hacktivism 45.4%

Ha.cktnnsrr? is now a Middle-East
persistent, high-volume 17.7%
threat

Russia
0.2%
Oceania

0.781%
Latin America

16,000

unique attack claims

were made on 0.781%
: Africa
Telegram in 2025
4.4%
North America

10.3%

Claimed DDoS Attacks per Quarter

5000

4000

3000

Claims

2000

1000

0
2023-Q1  2023-Q2  2023-Q3  2023-Q4  2024-Q1  2024-Q2  2024-Q3  2024-Q4  2025-Q1 2025-Q2  2025-Q3  2025-Q4

Top 6 Most Active Hacktivist Groups

NoName057(16) Hezi Rash
01 4,692 Claimed Attacks 03 (Dark Power)
04 | MrHamza 06  RipperSec

Artificial
Intelligence
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Al is both a tool and a

target of attacks ARG ET . . J :
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Bad Actors Attack Al Simplifies Vibe Hacking Attacks Happen Al Makes Decisions
by Spoofing Al Cybercrime for Shortens Dev 24/7 (Machines in Milliseconds
Agents Amateurs Timelines Never Sleep) (Humans Take
Minutes)

Your 2026 Security Strategy
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Automation Massive Scale
Defend at machine speed Mitigation infrastructure Behavioral & intent-based
to counter rapid attack must absorb Tbps-class analysis needed to tell real
cycles floods from spoofed Al agents
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Get the full story, including all statistics, analysis and visuals.
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