
Financial Services Institution Overcomes Data Leak 
Outages with Radware’s DDoS Protection Service

OVERVIEW
This government-owned bank and financial services company provides personal and 
business banking as well as money transfers and currency exchange.

CHALLENGES 
This APAC bank became the target of a global, DDOS attack campaign. The attacks initially 
impacted the bank’s primary internet service provider, causing problems with the bank’s 
internet and mobile banking facilities. Although the bank had deployed Akamai’s Cloud DDoS 
protection service a few days prior to the attack, some malicious traffic was not identified and 
mitigated. The malicious traffic “leaks” from the Akamai solution impacted the bank’s Check 
Point firewalls, causing additional service outages that garnered public attention.

Radware engaged with the bank’s Cisco partner, which provides various IT infrastructure 
services, to offer assistance. Initially, the bank’s IT team felt they could overcome the DDoS 
attacks themselves, but after several more days of unsuccessful mitigation and damaging 
media coverage of the outages, the bank’s management team met with Cisco and Radware 
to architect a new security solution. 
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SOLUTION
To ensure business continuity, Radware recommended DefensePro, an on-premise DDoS mitigation 
appliance that leverages machine learning to automatically detect and mitigate attacks. DefensePro would 
be installed in every bank data center to fortify the bank’s existing Akamai Cloud DDoS solution.

The first DefensePro was deployed inline, initially in a “report mode” where attacks were identified but not 
mitigated. Ten days later, the bank IT team contacted Radware to assist with a large volumetric UDP/TCP Flood 
attack, with burst characteristics, against its VPN. The Akamai Cloud DDoS solution handled 100Gbps of the 
attack but “leaked” another 2-2.5Gbps of bad traffic, causing remote connectivity issues and disruption to 
banking operations. The attack traffic leaks continued until Akamai initiated blacklisting of the malicious traffic. 

DefensePro immediately identified attack vectors the Akamai service was not able to identify and mitigate, 
including UDP FRAG and ICMP/UDP/DNS Reflection attacks. DefensePro offers protection against advanced 
DDoS attacks, including Burst attacks, low and slow attacks, UDP fragmentation and SYN Floods, that cloud 
scrubbing services are unable to provide. Cloud services, by definition, look only at inbound (ingress) traffic; 
they are unable to protect against attack vectors which require two-way visibility into traffic. 

Once Radware performed a thorough traffic analysis to ensure there were no false positives and moved 
policies from “report” to “block mode,” the bank was fully protected. The bank appreciated DefensePro’s 
technology to identify and defend against attacks which their cloud service could not. Since the incident, 
DefensePro has been installed in all of the bank’s data centers

BENEFITS
Radware DefensePro offers the bank more advanced and automated protection beyond what Akamai’s Cloud 
DDoS service provides and does not require manual intervention or tuning from the security team. Since 
implementing DefensePro, the bank has not suffered any additional outages. 

Figure 1. Attack traffic leaks from Akamai Cloud DDoS solution halted by blacklisting
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https://www.radware.com/products/defensepro/?utm_source=rdwr&utm_medium=link&utm_campaign=lf&utm_term=id_543275312_ct&utm_content=id_543275312_cc
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