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Abstract

Smartphones. What began as the next generation of mobile phones has morphed into portable
computers which combine the capabilities of a personal computer with the features for mobile and
handheld use. These devices are powerful enough to perform many of the operations of a PC, and as a
result, are now the catalyst for launching cyber-attacks on the go.

Equipped with a multicore processor, GBs of RAM and large capacity storage, the can easily be turned
into a cyber weapon to carry out attacks. These devices are passively vulnerable to various kinds of
exploits, bots and remote access tools (RATs) such as DroidJack (Android) and SideStepper (iI0S), which
are often found in third—party app stores. Not only can they be used to conduct small-scale DoS and
SQL-based attacks from applications found in the Google Play store (see Figure 1), but they can be used
to connect to a cloud-based platform loaded with attack scripts via SSH.
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Figure 1 — Denial of Service apps found on Google Play

When perpetrators connect via SSH from their mobile device to a cloud platform loaded with attack
scripts, they can easily leverage it to launch a variety of assaults. While most mobile networks offer
limited or throttled speeds around 10-20Mbps, cloud platforms offer a capacity of 1Gbps and more. This
is a primary reason why only a limited number of network and application attack tools are being
developed for mobile devices. Most hackers use their phones to log into their pre-loaded attack cloud
where they have access to their tools plus a high capacity connection.
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Targeting a Device

Android devices are highly vulnerable to malware and users rarely secure their device, making it a target
rich environment. Malicious apps found in the Google Play store and drive-by download are just a few
examples of infection methods. Using RATS, attackers can force the device to perform certain tasks such
as recording audio and video, taking photos, sending text messages, opening webpages, stealing user
data, deleting files, launching DoS attacks via HTTP floods and preforming Web injections. Recently it
was argued by researchers that Pokemon Go apps, Parrot Copter and Viking Jump found in the Google
Play store contained a RAT enslaving the targeted device into the attacker's mobile botnet.

Fealures Terms and Condilior

APK Builder & Binder

Build a custom APK or bind the payload to an already
existing APK such as a game or social media app.

Figure 4 — DroidJack.net — Android RAT

Attacking Devices

Attackers infect Android application packages and APK files by binding malware into them to take over a
victim’s phone. The attacker usually selects a popular Android application and binds the malicious server
APK to it. Next, the attacker encrypts the APK, renames the package and removes any unwanted
features and permissions. The hacker is than able to distribute the malicious application by uploading the
APK file to a third-party app store. Once a device is infected, the hacker is able to execute a number of
tasks on the victim’s device, including the ability to launch layer 7 HTTP attacks. A mobile botnet is more
than capable of generating hundreds of thousands of requests from unique IPs per second, resulting in
the appearance of legitimate traffic.
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Figure 5 — DroidJack Screenshot from DroidJack.net

Attacks are not always unwillingly generated from mobile devices. Some attackers install DoS tools like
LOIC and Packet Generator with user-friendly interfaces from verified sources like Google’s Play store.
These tools are capable of generating HTTP, ICMP, UDP and TCP floods from mobile devices but are

often too weak to cause major damage due to the limited capacity of a mobile network. These tools are
provided for legitimate uses, such as testing a firewall, router ACLs and IDS attack signatures but are

often abused by attackers

looking to disrupt networks. All that is required to operate these tools are the

URL or IP address, port number and threads. The attacker then selects the attack vector and clicks send.
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Figure 6 - Packet Generator from Google Play

VPS booters are cheap and easy to construct. For as low as $10 dollars a month, an attacker can create
an attack platform capable of launching unlimited DDoS attacks for undefined periods, run custom scripts
and set specific VPN and server configurations. The attacker only needs to find a hosting provider that
allows spoofing. Once the VPS has been purchased, the attacker establishes their booter or scripts of
choice. Once the VPS is completely configured, the attacker can access their server from their mobile
device so they can launch attacks with a larger volume then if they had run the same scripts off their
phone via a mobile network.
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Figure 7 & 8 - An “attack cloud” loaded with DDoS scripts, amplification list and SQLmap

Notorious DDoS groups like The New World Hackers - the group associated with the record breaking
602Gbps attack on the BBC - have already hinted that they are about to release a DDoS application for
both Android and iOS. Other DDoS groups will likely follow suit and release their own attack applications.
These new tools will probably hook into a booter or stresser service that allows reflective attacks, thus
allowing an attack to conduct attacks of high volumes and packet rate.



https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/ddos-as-a-service/
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Figure 9 - New World Hackers mention new app in development

Attack vectors
Denial-of-Service when perpetrators use computing resources to exhaust those of another machine, in
order to prevent it from functioning normally.

Distributed Denial of Service — a DoS variant where perpetrators employ multiple machines (computers,
servers, and mobile devices) to carry out a DoS attack simultaneously, thus increasing its effectiveness.
The attack leverages a net of innocent infected zombie computers (bots) controlled by a Command and
Control Server. Botnets are well-coordinated and could count millions of machines. Perpetrators use
botnets to insure their anonymity, since the attack traffic originates from the bots' IPs rather than theirs.

Reflection Denial of Service — taking advantage of a legitimate third party component to send the attack
traffic to a victim, ultimately hiding the attackers’ identity. The packets are sent to the reflector servers with
a source IP address set to their victim’s IP therefore indirectly overwhelming the victim with the response
packets. The disguise behind a legitimate server makes this kind of attack particularly difficult to mitigate.
A common example for this type of attack is a Reflective DNS Response attack.

DNS amplification attack — a two-step sophisticated DoS attack: First, the attacker spoofs the IP
address of the DNS resolver and replaces it with the victim's IP address, so all DNS replies will be sent to
the victim's servers. Second, the attacker finds an Internet domain that is registered with many DNS
records. During the attack, the attacker sends DNS queries that request the entire list of DNS records for
that domain. The DNS server’s replies are usually so big that they need to be split over several packets.

SQL Injection - This technique takes advantage of poor application coding. When the application inputs
are not sanitized it becomes vulnerable. Attackers can modify an application SQL query to gain access to
unauthorized data with administrator access, run remote commands on the server, drop or create objects
in the database and more.


https://security.radware.com/ddos-knowledge-center/DDoSPedia/ip-address/
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Organizations Under Threat Should Consider
e Deploy security controls on BYOD devices connected to the corporate network
e Provide employees with a mobile security solution to protect from infections
e Intercept any malicious outbound activity, such as communications with RATs and C&Cs or
generating a high rate of HTTP/S requests
e Prevent installation of unauthorized applications

5 considerations for an effective DDoS Protection

e A security solution that can protect its infrastructure from multi-vector attacks including protection
from network and application based DDoS attacks as well as volumetric attacks that can saturate
the Internet pipe

e A hybrid solution that includes on premise detection and mitigation with cloud-based protection
for volumetric attacks. This provides quick detection, immediate mitigation and protects networks
from volumetric attacks that aim to saturate the Internet pipe.

e A solution that provides protection against sophisticated web-based attacks and web site
intrusions to prevent defacement and information theft.

e A cyber-security emergency response plan that includes an emergency response team and
process in place. Identify areas where help is needed from a third party.

e Monitor security alerts and examine triggers carefully. Tune existing policies and protections to
prevent false positives and allow identification of real threats if and when they occur.

Under Attack and in Need of Expert Emergency Assistance? Radware Can Help.
Radware offers a service to help respond to security emergencies, neutralize the risk and better
safeguard operations before irreparable damages occur. If you're under DDoS attack or malware
outbreak and in need of emergency assistance, Contact us with the code "Red Button".

Learn More at DDoS Warriors

To know more about today’s attack vector landscape, understand the business impact of cyber-attacks or
learn more about emerging attack types and tools visit DDoSWarriors.com. Created by Radware’s
Emergency Response Team (ERT), it is the ultimate resource for everything security professionals need
to know about DDoS attacks and cyber security.
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