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Abstract

Radware’s Emergency Response Team (ERT) has been following AnonPlus Italia, an Anonymous group that has
engaged in digital protests throughout April and May. The Anonymous affiliated group has executed numerous
web defacements to protest war, religion, politics and financial power while spreading a message about their
social network by abusing the content management systems (CMS) of websites that have not been updated to
protect against exploits.
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Figure 1: AnonPlus Logo

Background

In 2011, AnonPlus was created with the purpose of becoming a social networking service developed for
Anonymous members. Shortly after it was announced, AnonPlus was hacked by rival groups and has struggled to
maintain a social presence and a secure internet relay chat (IRC) since. AnonPlus ltalia is not affiliated with
Anonymous Italia. AnonPlus Italia attacks from earlier this year have had a political objective. This group has
launched attacks over the past month against government-related websites in Italy and the United States as well
as financial institutions.

Previous Operations
AnonPlus has supported multiple hacktivism operations in the past.

OpSingleGateway

Last year, Radware’s ERT reported on an Anonymous operation, OpSingleGateway? 2. This Anonymous
operation protested the government of Thailand’s strategy to implement central control of the nation’s internet.
The centralized gateway would give the government the ability to control, intercept and arrest any person not
complying with internet laws. Under the Computer Crimes Act, a committee is given the power to inspect, block
and delete content and anyone entering forged or false information into a computer could face a five-year jail
sentence.

1 https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opsingle-gateway/
2 https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opsinglegateway-summer/



https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opsinglegateway-summer/
https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opsingle-gateway/
https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opsinglegateway-summer/
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Figure 2: @AnonPlus_Info in #0pSingleGateway

OpcCatalonia®

At the beginning of October 2017, citizens of Catalonia, an autonomous community in Spain, held an
independence referendum. This call for independence created a conflict between the Catalan leadership and
Spanish government and increased the law enforcement presence in Catalonia. As a result, the hacktivist group
Anonymous launched a series of cyberattacks against Spanish institutions by targeting websites and networks of
Spanish institutions. In this operation, hacktivists exploited the CMS WordPress. The AnonPlus IRC,
webchat.anonplus.org, was used to host channels such as #opcatalunya, #freecatalonia and #catalunya.

- WE ARE LEGION.

I T L T L T T e T T T T T T P P T PP TP T T Ty
WELCOME TO ANONPLUS.

- WebChat: webchat.anonplus.org

| #network

#IRCl: irk.anonplus.org <--> ports: 9999/21441 for SSL, 6661/21331 for plaintext

USEFUL CHANNELS:
#anonplus [get help and info about op/services]

- #vhost [to change your vhost]

- #italy [supporto in lingua italiana]

- #help [help about IRC]

End of /MOTD command.

Usermode change: +sxz

Channel Users Name

#TangoDown 1 [+nt]

#catalunya 1 [+nt]

#jail 2 [+ntr]

#help 2 [+ntr]

#press.it B [+ntr]

#italy 4 [+ntr] AnonPlus - Italian channel

#opers 3 [+ntr0]

#vhost 1

#anonplus 15 [+ntr] AnonPlus

#opisis 1 [+nt]

#opcatalunya 12 [+ntr] Regional Government of Andalusia #Dataleak https://ghostb

#phantum 2 [+ntr]
#FreeCatalonia 1 [+nt]
End of /LIST

Figure 3: Old AnonPlus IRC hosting OpCatalunya channels

Current Campaign

Since 2018, AnonPlus Italia has been involved in political hacktivism as they target the Italian government. On
February 6, AnonPlus attacked the website of Milan and leaked personal data from the Florence Democratic
Party. The leak has provoked an internal debate within the Anonymous collective since it contained information of
innocent citizens. After the data was posted on the AnonPlus IRC, the server was taken offline.

Following the leak, AnonPlus’s main twitter account, @AnonPlus_info, was suspended and they decided to stop
using social networks all together. Instead, they created their own website and on March 11, 2018, AnonPlus
Italia announced their return with a new manifesto posted on their domains, Anonplus.tk and Anonplus.rf.gd.
Today they use these domains to host information about recent attacks. Their new IRC now resides at
webchat.anonplus.cf.

3 https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opcatalunya-phase4/


https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/opcatalonia/
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AnonPlus ltalia defaced two websites on April 20, including a new manifesto and advertisement for their new IRC.
Over the next six days, AnonPlus Italia would claim responsibility for defacing 21 websites, 20 of which use the
CMS Drupal.

The Drupal (a popular open-source CMS) security team released a patch for a critical remote code execution
(RCE) against Drupal on March 29, 2018 that allows attackers to execute arbitrary code on unpatched servers as
a result of an issue affecting multiple subsystems with default or common module configurations in Drupal®. A
remote attacker can construct a request with malicious content to exploit the vulnerability. A successful
exploitation may lead to remote code injection on a Drupal server.
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Count

2018-04-1419:00  2018-04-1619:00  2018-04-1819:00  2018-04-2019:00  2018-04-2219:00  2018-04-2419:00  2018-04-26 19:00  2018-04-28 19:00

Figure 4: Activity following publication of exploit for CVE-2018-7600 on April 13th

Exploited Vulnerabilities and CVEs

Exploits for CVE-2018-7600° were posted to Github and Exploit-DB under the guise of education purposes only.
The first PoC was posted to Exploit DB® on April 13, 2018. On April 14, Legion BOmb3r, a member of the
Bangladesh-based hacking group ErrOr Squad, posted a video to YouTube’ demonstrating how to use this CVE-
2018-76008 exploit to deface an unpatched version of Drupal. On April 17, a Metasploit® module was also
released to the public.

Up next

Drupal RCE Exploit and Upload Shell
Fir3 Hawk
2.5K views

Drupal rce cve-2018-7600
ErrOr SquaD
4.9K views

Drupal Exploit Upload Shell 2018 Rce CVE 2018 7600
viper 1337
383 views

3:24

Figure 5: Tutorials on YouTube

Running an RCE attack for the purpose of defacing a Drupal website is easy. All the attacker requires is a
predefined list of targeted websites that have not updated to the latest version of Drupal. Google advance search
locates a CMS based on key terms and refines the search to a specific region. Once the attacker creates a list,
they run an attack script that automates the rest of the process. The script will exploit the list of outdated Drupal
websites and upload the defaced content.

4 https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/ert-alert-drupalgeddon/
5 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7600

6 https://www.exploit-db.com/exploits/44448/

7 https://www.youtube.com/watch?v=45eJEGes2K8

8 https://www.exploit-db.com/exploits/44448/

9 https://www.exploit-db.com/exploits/44482/


https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/ert-alert-drupalgeddon/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-7600
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Find pages with...

all these words: inurl:"/user/register" "Powered by Drupal" -CAPTCHA -"Access denie:
this exact word or phrase:

any of these words:

none of these words:

numbers ranging from: to

Figure 6: Google Dork for Drupal

Then narrow your

results by...
language: any language -
region: Italy -
Ireland
last update: Israel
site or domain: Htaly
Jamaica
terms appearing: Japan
Jordan
SafeSearch:
Kazakhstan
file type: Kenya
usage rights: not filtered by license -

Figure 7: Refining search to a region

GQ gle inurl:"/user/register" "Powered by Drupal" -CAPTCHA -"Access denied" 4 Q

Al News Images  Videos  Maps  More Settings |~ Tools

Anytimev  Allresultsw  Clear

User account | La Fabbrica dei Sogni

www.fabbricasogni.it/user/register ¥ Translate this page

A valid e-mail address. All e-mails from the system will be sent to this address. The e-mail address is not
made public and will only be used If you wish 10 receive

User account | HPC-Forge
https://hpc-forge.cineca.it/user/register *

or notifications by e-mail. Personal information. Name: *. Affiliation/ Company/ Institution: Powered
by Drupal, an open source content management system

User account | mob
www.pz.euganeo.org/?q=user/register v

. and will only be used if you wish to receive a new password or wish to receive certain news or
notifications by e-mail. Create new account. Powered by Drupal

User account | Studio Bolotta - COSI
WWW.CO g
A valid e-mail address. All e-mails from the system will be sent to this address. The e-mail address is not
made public and will only be used if you wish to receive ...

Create new account | Felisari & C. s.r.l.

www.felisari.com/en/user/register ¥
Brianza 20843 M| italy; Tel +39/0362/990676 P.IVA: 11599510150 email: info@felisari.com - Cookie
Policy - Privacy Policy - Site powered by Drupal CMS ...

profilo utente - CHERSI/Libri

www.chersi it/drupal/?2q=user/register ¥ Translate this page
Il tuo nome completo o un nome utente a scelta; & possibile utilizzare soltanto lettere, numeri e spazl.
Indirizzo e-mail: *. Password e istruzioni verranno inviate a

User account | Luca Sabatucci - Cnr

aose.pa.icar.cnr.it/sabatucci/user/register
is not made public and will only be used if you wish to receive a new password or wish to receive
certain news or notifications by e-mail. Powered by Drupal.

Figure 8: List of Drupal sites in Italy
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In May, AnonPlus ltalia executed 27 more defacements, of which 19 were Drupal. AnonPlus’s May campaign
started on May 2 and is ongoing as of this writing. One day prior to the end of their April campaign, Drupalgeddon
3 was disclosed. CVE-2018-7602 / SA-CORE-2018-00410 is a remote code execution vulnerability!! that exists
within multiple subsystems of Drupal 7.x and 8.x. It allows the attacker to control the Drupal site'2. Content
management systems like WordPress and Joomla are normally abused by Anonymous hacktivists to target other
web servers. In this recent string of defacements, the group AnonPlus Italia is abusing misconfigured or
unpatched CMS instances with remote code exploits, allowing them to upload shells and deface unmaintained
websites. Over the last 60 days, AnonPlus is targeting websites that use Drupal.

AnonPlus Manifesto and Defacement

1. We are AnonPlus and this is our manifesto.

2. Every person who wants to defend his freedom of information, the freedom of the people and the emancipation of the
latter from the slavery of the media and those who govern us, who uses us as a tool to implement its dirty ends, is already
part of AnonPlus.

Every person who has the will to act is welcome.

AnonPlus fights abuse, inequity, corruption, manipulation, religions and anything else put in place by governments,
politicians, religions and groups of financial power to the detriment of the people.

3. AnonPlus has a space for sharing ideas open to all: http//webchat.anonplus.ct/

4. AnonPlus spreads ideas without censorship, creates spaces to directly disseminate, through mass defacing, news that in
the media managed for the use and consumption of those who control there are no space, in order to restore dignity to the
function of the media.

AnonPlus offline sites that actively contribute to the control of the masses, which, manipulating information and opinions,
create false realities.

AnonPlus does not act for personal or political interests, has no leaders, moves for the interest of the people and to restore
sovereignty to the people;

AnonPlus is open to every proposal of the people, for the people.

5.The day that these objectives will be achieved AnonPlus will cease to exist.

No war - No religions - No politicals - No financial power - for a Better World

WE ARE LEGION

WE DO NOT FORGET
'WE DO NOT FORGIVE
EXPECT US!

ANONPLUS ITALIA

PS No data has been stolen or canceled. only the home page has been changed. We are not criminals, we are AnonPlus
Website: http://anonplus.tk/

Figure 9: The mission statement of AnonPlus

Application Attack Methods

Remote Code Execution — In an RCE attack, malicious scripts are injected into websites via a web application
flaw where there is no validation of user input used by the application. The web application can be used as a
mechanism to transport an attack to an end user’s browser. A successful attack can disclose the end user’s
session token, attack the local machine, or spoof content to fool the user.

10 https://www.drupal.org/sa-core-2018-004

11 https://www.exploit-db.com/exploits/44542/

12 https://www.bleepingcomputer.com/news/security/hackers-dont-give-site-owners-time-to-patch-start-exploiting-new-drupal-
flaw-within-hours/
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Data Theft — Compromising sensitive data while data at rest or in transit by stealing encryption keys, hashed
passwords, or by clearing text data off the server or a user’s browser.

Defacement — Attacker changes the visual appearance of the website by breaking into a web server and

replacing the current website with one of their own. This attack is most commonly associated with SQL and RCE
attacks.

Recently Targeted Sites

e https://registro-gts.vvf.to.it/ e https://infragard-ct.org/

e  https://www.gsnmagazine.com/ e https://secure.infragard-ct.org/

e  http://www.telugudesam.org/ e  http://www.suacalabria.it/

e  https://www.lollandsbank.dk/ e http://legislature.idaho.gov

e  https://www.csb.co.in/ e https://icourt.idaho.gov/

e https://www.ghana.accessbankplc.com e  http://www.fisascat.it/

e  https://kr-binary.bknbank.com/ e https://www.dovesiamonelmondo.it/
e  http://www.deliverthepost.com/ e  http://imww.k9webprotection.com

e  http://www.workerscomp.state.nm.us/ e  http://www.confind.emr.it/

e  http://workerscomp.newmexico.gov/ e  http://www.confindustrialiguria.it/

e https://workerscomp.nm.gov/ e  http://www.cal.liguria.it/

e https://fondosicurezzainterna.interno.gov.it/it e http://istruzione.provincia.genova.it/
e  http://www.vvftrento.it/ e  http://www.cittametropolitana.genova.it/

e https://legislature.idaho.gov/sessioninfo/2009/legislation/h0176/anonplus.html

PLANNING
ORLD,

Figure 10: AnonPlus IRC: http://webchat.anonplus.cf
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Recommendations
Radware’s recommendation is to upgrade to the patched release most closely related to your current version.
e The current stable version of Drupal for Drupal 8 users at the time of writing is Drupal 8.5.3.
e The current stable version of Drupal for Drupal 7 users at the time of writing is Drupal 7.59.

Effective DDo0S Protection Essentials

e Hybrid DDoS Protection - On-premise and cloud DDoS protection for real-time DDoS attack prevention
that also addresses high volume attacks and protects from pipe saturation

e Behavioral-Based Detection - Quickly and accurately identify and block anomalies while allowing
legitimate traffic through

e Real-Time Signature Creation - Promptly protect from unknown threats and zero-day attacks

e A Cyber-Security Emergency Response Plan - A dedicated emergency team of experts who have
experience with Internet of Things security and handling IoT outbreaks

For further network and application protection measures, Radware urges companies to inspect and patch their
network in order to defend against risks and threats.

Effective Web Application Security Essentials

Full OWASP Top-10 coverage against defacements, injections, etc.

Low false positive rate — using negative and positive security models for maximum accuracy

Auto policy generation capabilities for the widest coverage with the lowest operational effort

Bot protection and device fingerprinting capabilities to overcome dynamic IP attacks and achieving

improved bot detection and blocking

e Securing APIs by filtering paths, understanding XML and JSON schemas for enforcement, and activity
tracking mechanisms to trace bots and guard internal resources

e Flexible deployment options - on-premise, out-of-path, virtual or cloud-based

Under Attack and in Need of Emergency Assistance? Radware Can Help
Radware offers a service to help respond to security emergencies, neutralize the risk and better safeguard
operations before irreparable damages occur. If you're under DDoS attack or malware outbreak and in need of
emergency assistance, Contact us with the code "Red Button.”

Learn More at DDoS Warriors

To know more about today’s attack vector landscape, understand the business impact of cyber-attacks or learn
more about emerging attack types and tools visit. DDoSWarriors.com. Created by Radware’s_ Emergency
Response Team (ERT), it is the ultimate resource for everything security professionals need to know about DDoS
attacks and cyber security.
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