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Case Study: E-Commerce (Allo.ua)

Radware Bot Manager Protects Allo.ua,
Ukraine's Largest Electronics Retailer,
ning, ATO, Cart Abandonment

and Affiliate Fraud.

CHALLENGES

The government and
national law enforcement
agency of this country
experienced several waves
of sophisticated, high-
volumetric DDoS attacks
targeting their networks

SOLUTION

Emergency onboarding

of Radware’s Cloud DDoS
Protection Service to ensure
protection against high-
volumetric DDoS attacks

BENEFITS

Over the course of three
attack waves, neither
the government nor law
enforcement agency
witnessed any impact to
their network.

Overview

Allo.ua is the largest multi-channel electronics retailer in
Ukraine, with over 400 stores, 2100 employees, and annual
revenues of $400 million from online and in-store sales.

Challenges

Allo.ua had initially approached Radware for an application protection
solution including an on-premises WAF (Web Application Firewall) to
defend against malware and application attacks. After conducting an
analysis of Allo.ua’s website traffic, we discovered that roughly

50% of all its visitors were bots. On deeper examination, these bots
were attempting to carry out a range of attacks that rank among the
biggest pain points for online retailers, such as:

Type of Bot Activity Number of Bot Hits*

Scraping of product data and prices >8 million

Cart abandonment ~136 thousand
Account takeover (ATO) ~53 thousand
Targeted search queries ~486 thousand
Affiliate fraud ~234 thousand

*Observed between 6-12 May 2020



Figure 1

Daily bot hits ranging
from ~13 million to
over 16 million

(6 — 12 May 2020)
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It was clearly untenable for Allo.ua to have roughly half of all its website and application
traffic consisting of bots. These bots were not good bots from Google or Allo.ua’s
partners that helped benefit Allo.ua, but rather, bad bots attempting to scrape its
proprietary product listings and pricing data; take over customer accounts using
credential stuffing techniques; place products into carts only to abandon them; make
targeted search queries (possibly to scalp products in limited supply); and carry out link
fraud that jeopardized its affiliate program. Either individually or in combination, all these
types of bot attacks could potentially lead to considerable losses in terms of revenue,
operational expenses, and brand reputation. This was certainly not a situation that any
enterprise would want to confront on an ongoing basis.
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Solution

Allo.ua started a POC of Radware Bot Manager. Allo.ua stated and informed Radware
that the fact Bot Manager did not require traffic redirection for bot detection was a major
advantage when compared to Cloudflare’s bot mitigation solution that Allo.ua had also
trialled for a POC. According to Allo.ua, Cloudflare’s solution needed Allo.ua’s web
traffic to be completely redirected to detect bots, and moreover, according to information
provided by Allo.ua, they found Cloudflare’s detection accuracy to be roughly 20% below
that of Radware Bot Manager.

Integrating Bot Manager using Radware’s NGINX connector, Allo.ua saw a large number
of bots detected within the first three days, and when it switched to fully ‘Active’ mode
after a week, it began presenting a CAPTCHA for suspected bots to solve. Traffic
analysis soon proved that Bot Manager was extremely effective at detecting bots, and
the overall CAPTCHA solve rate of just 0.25% meant that most bots were blocked, and
only a small fraction of genuine visitors were shown a CAPTCHA to solve. Not needing to
deal with CAPTCHASs to prove that they were humans when visiting Allo.ua’s website or
application contributed to a better user experience.

"As an online retailer, we can't afford to lose a minute of uptime or put stock at risk. Using
Radware'’s Bot Manager over the last year has not only helped our business overcome
significant challenges and improve security and customer experience, but we have also reduced
the load of our infrastructure and teams. Reducing the disruption means we can now get on
with delivering real value to the business, knowing threats from bots are taken care of

- Dmitry Kalashnikov, CIO, at Allo.ua explains the difference it has made:
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Benefits

Radware Bot Manager now blocks on average over 2 million bots every day, which are
prevented from carrying out a slew of harmful activities against Allo.ua’s portals and its
customers.

7 Stopping ATO attacks protects Allo.ua customers from fraud

7 Preventing systematic scraping helps Allo.ua protect its competitive advantage

7 Ending scalping and cart abandonment increases product availability to

genuine shoppers

Eliminating affiliate fraud is a win-win for Allo.ua and its affiliates

7 Blocking bad bots results in a better user experience and lower
infrastructure costs

7 Accurate traffic analytics helps Allo.ua optimize operational and marketing
strategies
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