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Case Study: Rotter 

Introduction
Established in 1997, the Rotter.net website prides itself 
on maintaining political neutrality by providing a 
platform where individuals with diverse political 
viewpoints, can freely share their thoughts, openly 
discussing Israeli politics and current affairs as they 
develop. This approach has made Rotter.net a target for 
hacktivist groups like Anonymous Sudan, who have 
attacked them due to the content on their site, their 
Israeli origins or both. According to Noam Rotter, 
cybersecurity consultant at Rotter.net, “We’re trying to 
stay in the center of the political world—therefore both 
sides get angry at us!”

Customer: Rotter.net

Industry: Media 

Problems faced: 
• �Sudden threat of L7 Web DDoS 

Tsunami attacks
• Attacks took Rotter.net website offline
• Potential loss in visitors, reputation
 and revenue
Why Radware?
• �Radware quickly helped mitigate 

attack and bring website back online
• �POC further demonstrated value of 

complete Cloud Application Protection 
Services

• �Fully managed protection ensures 
protection and frees staff for other 
tasks

Radware Helps Rotter.net Foil Web 
DDoS Tsunamis
Cloud Application Protection Services key to stopping aggressive attack. 
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Challenges
Rotter faced significant challenges due to a series of overwhelming layer 7 (L7) DDoS 
attacks that threatened their reputation and their website's availability. 

À	Following an incident between Israel and its neighbors, Anonymous Sudan 
launched an operation to take down several Israeli websites, including Rotter.net.

À	Rotter.net encountered prolonged downtime. After the first attack took down the 
site for three to four hours, a second attack caused more than 12 hours  
of downtime.

À	Rotter.net’s internal team attempted to configure their pre-existing DDoS solution 
but the measures, including location blocking, failed to stop the attacks.

À	A few weeks later Rotter was facing Web DDoS Tsunami attacks, a new type of 
aggressive L7 HTTPS Flood attacks. To elude detection, the attacks masquerade 
as legitimate traffic and use multiple evasion techniques, such as randomizing 
HTTP headers, cookies, spoofing IPs and more.

À	As downtime continued, Rotter.net risked losing its readers to competitor websites 
and hurting its status as a reliable news source.

That’s when Radware offered to help.

“Our mission is to stay live as much as possible by preventing DDoS 
and other attacks.”
- Noam Rotter, Cybersecurity Consultant, Rotter.net

Solution
Eager to put an end to the newly evolved Web DDoS Tsunami attacks, Rotter  
accepted additional assistance from Radware, which was already providing Cloud 
WAF protection.

À	Radware extended immediate support and assistance to Rotter.net and 
successfully stopped the attacks, bringing the Rotter website back online.

À	After stopping the initial attacks, Radware provided a more comprehensive  
proof of concept. According to Noam Rotter, “It went so well we extended to the 
whole package.”

À	Rotter replaced its existing vendor and extended its relationship to include 
Radware’s complete Cloud Application Protection Services with Cloud Web DDoS 
Protection.

À	Radware’s Cloud Web DDoS Protection uniquely combines automated  
behavioral-based L7 algorithms with the high-scale infrastructure needed to 
accurately defend organizations against high request-per-second Web DDoS 
Tsunami attacks.

À	Radware now manages these services, relieving Rotter.net’s technical team from 
responsibility and allowing Noam Rotter to focus on other important tasks.
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“During a prolonged wave of these attacks, Radware was able to 
automatically detect and instantly generate new signatures for 
unknown malicious requests without negatively impacting our 
legitimate traffic.”
- Noam Rotter, Cybersecurity Consultant, Rotter.net 

Results
The implementation of Radware's complete cybersecurity services has been 
overwhelmingly positive for Rotter.net.

Enhanced Protection
Rotter.net experienced an immediate improvement in DDoS protection with a few L7 
Web DDoS Tsunami attacks stopped during the proof of concept alone. “Radware’s 
unique behavioral-based approach to Web DDoS protection and use of automated 
real-time signatures changed the game for us when we were hit with tsunami-size  
Web DDoS attacks,” said Noam Rotter.

Easy Adoption
Rollout was seamless, especially considering that Rotter was already using Radware's 
Cloud WAF. According to Rotter, “Radware had all the information to create the right 
rules and signatures and fine-tune for additional layers.”

Rotter went on to praise Radware's technical team for their proactive support and 
flexibility. “The team is one of a kind. They reached out to me several times to offer 
assistance and help. I felt that I could rely on them, that they understand me and know 
our needs. They came forward and the whole negotiations with terms and prices was 
very easy. They were flexible and supportive. The experience was very good.”

Excellent Support
Radware’s fully managed Cloud Application Protection Services allow Rotter.net to 
consolidate all its security measures under one solution, simplifying management and 
improving security.

As Rotter explains, “This is a managed service. The previous service didn’t answer. 
Reconfigurations didn’t work. Now it’s all taken care of by a Radware team who knows 
us very well.”

It takes a trusted partner to navigate the risks and uncertainty that come with new 
threats like the Web DDoS Tsunami attacks. With help from Radware,  
Rotter.net continues to protect its reputation and its goal of providing a forum for open 
discussions. Said Noam Rotter, “Of course I will recommend Radware to others!”
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