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Introduction

DefensePro is a multi gigabit IPS switch delivering Intrusion prevention and denial of service
protection in a single box. DefensePro switch is designed for transparent in-line installations
fending-off high volume DoS/DDoS attacks, malicious scanning activities and application
level attacks exploiting known applications and servers vulnerabilities.

When installing at operators and large e-Commerce sites it is required sometimes to deploy
an IPS switch out-of-path. Using Cisco routers it is possible to deploy DefensePro for high
volume attacks mitigation. One or more DefensePro units can be connected to the Cisco
router infrastructure using EtherChannel to load balance the traffic and bypass the IPS
switch in case of failure as well as load balance the traffic over multiple DefensePro units.
The benefits of such installation are:
1. Hardware failures do not affect traffic forwarding, as the failed device is immediately
bypassed by the Cisco router.
2. Scalable solution — it is possible to deploy multiple DefensePro units (up to 8 units),
each scanning gigabit traffic
3. The solution supports all DefensePro models: DefensePro-6000 (up to 6Gbps),
DefensePro-3020 (up to 3 Gbps) or DefensePro-502 (up to 500Mbps).
4. Supports non-Ethernet connectivity, as the router performs the traffic switching from
carrier interfaces (such as ATM and POS) to Ethernet and vice versa.
5. Maximum security is maintained as traffic is balanced among several DefensePro
units.

This paper specifies the network deployment, DefensePro configuration and Cisco router
configuration.
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Solution Details

The solution presented below shows a pair of DefensePro devices hanging on a Cisco switch.
The Cisco switch connects multiple links of XGE traffic. Each of the DefensePros receives two
Ethernet links from the switch in order to inspect the traffic and forward it back to the
switch.

In order to redirect traffic to the DefensePro, The switch uses policy routing rules that allow
selective redirection of traffic for inspection. Such selective rules can be based on various
traffic attributes like incoming Physical port, source / destination IP addresses, source /
destination UDP/TCP ports, or any Cisco access-list attribute. As the DefensePro is a
transparent device, the router is actually redirecting the traffic to virtual MAC addresses
defined on its own virtual interfaces.

These virtual interfaces are each mapped to an EtherChannel in order to distribute the
traffic between the multiple DefensePros. The EtherChannel guarantees persistent
redirection of flows between the DefensePros and can scale to support 8 DefensePro links if
required. This solution is using two devices.

The solution is HW fail-safe, and any maintenance, port disconnection, HW failure or SW
failure of the DefensePro results in a smooth bypass by the other DefensePros (if exist) or
the switch itself (in case that no DefensePro is available). The switch will simply ignore the
policy routing rules and forward the traffic according to the regular routing decisions.

Notes

- The router must act as a router and not as a bridge. The solution can’t intercept
traffic that the router bridges in Layer 2

- The DefensePro can also apply its logic on a single direction of traffic, for example,
inspecting only traffic that is going towards a DataCenter, neglecting the inspection
of the replies

- It is possible to use multiple DefensePros in Active-Active mode

- The solution supports up to 8x DefensePro’s (the limitation is on the Cisco
Etherchannel mechanism)

- Disabling Spanning tree on the Cisco switch 4x Vlans allows for faster link
recovery. Link failure is almost automatically (2 sec)

- Traffic on the Etherchannel will be load balanced by Src/Dst dispatching
method to maintain flow persistency

- When all DP’s are disconnected / failed all traffic will go directly between
interfaces g2/23 and g2/24
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How it works

Configuration

1.

2.

There are 2 different Port-Channel interfaces (port aggregation) that
can hold up to 8 x interfaces on each Port-Channel.

Port-channel 1 holds interfaces g2/17 and g2/19 attached to Vlan 200,
towards the DefensePros

Port-channel 2 holds interfaces g2/18 and g2/20 attached to Vlan 300,
towards the DefensePros

Interfaces Vlan 200 and Vlan 300 must have special MAC addresses.
These addresses are used for the redirected traffic through the
DefensePros

Adding virtual interfaces to each side of the Etherchannel 1.1.2.2 and
1.1.1.2 with opposite MAC address that the VLAN has (200,300) for
example (arp 1.1.2.2 0000.1111.0019 ARPA and arp 1.1.1.2
0000.1111.0020 ARPA)

Adding Route MAPs for incoming traffic on all external interfaces
(g2/23 and g2/24) with the specified policies for traffic inspection

Traffic Flow

1.

When traffic comes from interface g2/23 it will pass through the route
map rule and redirect to the Ethercahnnel mechanism according to the
Access list rule.

The router will redirect the traffic according to the route-maps to its
own interface. The router will use the EtherChannel for forwarding the
traffic to that interface as defined in the vlan configuration.

The EtherChannel leads the traffic to the DefensePro for inspection.
The DefensePro forwards the traffic back to the router that continues
forwarding to the server.

by default traffic that comes back through interface g2/24 will use a
second set of access-list rules. The router will forward directly to
interface g2/23 unless configured with “mirrored” access-list. To
redirect the traffic back through the Etherchannel there needs to be
additional rules in the access-list of the specific traffic (please see
examples in the Cisco configuration script)

Software and Hardware used

Radware’s DefecePRO v. 3.03.05 AS-4
Traffic Generator: Spirent Avalche / Reflector
L2/3 Switch : Cisco 6509 with SUP-720.3BXL I10S v.12.2
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Network Diagram
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Configuration

DefencePro’s

1. Enable Static forwarding on port 13 and 14
2. Enable Interface grouping
3. Configure your rules for example Scanning, DDoS, Stateful Inspection
etc.
Cisco

Cisco Configuration

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service counters max age 5

1

hostname Left

!

boot system flash disk0:s72033-adventerprisek9_wan-mz.122-18.SXF7.bin
boot system flash sup-bootflash:s72033-ipservicesk9-mz.122-18.SXF4.bin
enable password radware

!

no aaa new-model

ip subnet-zero

!

!

!

ip vrf test

rd1:1

route-target export 1:1

route-target import 1:1

!

mls ip multicast flow-stat-timer 9

no mis flow ip

no mls flow ipv6

no mls acl tcam share-global

mils cef error action freeze
1

redundancy
mode sso
main-cpu
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auto-sync running-config
!
spanning-tree mode pvst
Nno spanning-tree vlan 2,101-102

diagnostic cns publish cisco.cns.device.diag_results
diagnostic cns subscribe cisco.cns.device.diag_commands

fabric buffer-reserve queue
port-channel per-module load-balance
port-channel load-balance src-dst-port
[

vlan internal allocation policy ascending
vlan access-log ratelimit 2000

interface Port-channell
description interfaces 2/17,2/19
switchport

switchport access vian 200
switchport mode access

no ip address

load-interval 30

1

interface Port-channel2
description interfaces 2/18,2/20
switchport

switchport access vian 300
switchport mode access

no ip address

load-interval 30

1

interface TenGigabitEthernetl/1
switchport

switchport access vlan 2
switchport mode access

no ip address

1

interface TenGigabitEthernet1/2
switchport

switchport access vlan 2
switchport mode access

no ip address

1

interface TenGigabitEthernet1/3
no ip address

shutdown

1

interface TenGigabitEthernetl/4
no ip address

shutdown

1

interface GigabitEthernet2/1
switchport

switchport access vian 200
switchport mode access
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no ip address

load-interval 30

1

interface GigabitEthernet2/2
switchport

switchport access vian 200
switchport mode access

no ip address

load-interval 30

1

interface GigabitEthernet2/3
switchport

switchport access vian 200
switchport mode access

no ip address

load-interval 30

1

interface GigabitEthernet2/4
switchport

switchport access vian 200
switchport mode access

no ip address

load-interval 30

1

interface GigabitEthernet2/5
no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/6
no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/7
no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/8
switchport

switchport access vlan 2
switchport mode access

no ip address

load-interval 30

1
interface GigabitEthernet2/9
no ip address

load-interval 30

1
interface GigabitEthernet2/10
switchport

switchport access vlan 2
switchport mode access

no ip address

load-interval 30
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shutdown

1

interface GigabitEthernet2/11
switchport

switchport access vlan 2
switchport mode access

no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/12
switchport

switchport access vlan 2
switchport mode access

no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/13
no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/14
no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/15

description to Traffic Gen vlan 101 (5.1.1.0/24)

switchport

switchport access vlian 101
switchport mode access
no ip address

load-interval 30

1

interface GigabitEthernet2/16

description to Traffic Gen vlan 102 (6.1.1.0/24)

switchport

switchport access vian 102
switchport mode access

no ip address

load-interval 30

1

interface GigabitEthernet2/17
switchport

switchport access vian 200
switchport mode access

no ip address

load-interval 30

no cdp enable

channel-group 1 mode on

1

interface GigabitEthernet2/18
switchport

switchport access vian 300
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switchport mode access
no ip address

load-interval 30

no cdp enable
channel-group 2 mode on

]

interface GigabitEthernet2/19
switchport

switchport access vian 200
switchport mode access

no ip address

load-interval 30

no cdp enable
channel-group 1 mode on

]

interface GigabitEthernet2/20
switchport

switchport access vian 300
switchport mode access

no ip address

load-interval 30

no cdp enable
channel-group 2 mode on

1

interface GigabitEthernet2/21
no ip address

load-interval 30

shutdown

1

interface GigabitEthernet2/22
no ip address

load-interval 30

1

interface GigabitEthernet2/23
switchport

switchport access vian 101
switchport mode access

no ip address

load-interval 30

1

interface GigabitEthernet2/24
switchport

switchport access vlan 102
switchport mode access

no ip address

load-interval 30

1
interface GigabitEthernet5/1
no ip address

1
interface GigabitEthernet5/2

ip address 10.204.180.195 255.255.0.0
media-type rj45

no cdp enable
1

interface Vlanl
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no ip address

shutdown

!

interface Vlan50

no ip address

shutdown

[

interface Vlan101

ip address 5.1.0.1 255.255.0.0
ip policy route-map dp.2-23

!

interface Vlan102

ip address 6.1.0.1 255.255.0.0
ip policy route-map dp.2-24

]

interface VIan200

description To DP for traffic coming from vian 101
mac-address 0000.1111.0019

ip address 1.1.1.1 255.255.255.0

load-interval 30

]

interface VIan300

description To DP for traffic coming from vian 102
mac-address 0000.1111.0020

ip address 1.1.2.1 255.255.255.0

load-interval 30

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.204.1.1

1

no ip http server

1

ip access-list extended src.ip.to.dp-23

permit tcp host 5.1.1.100 host 6.1.1.100 eq www

permit tcp host 5.1.1.100 host 6.1.1.100 range ftp-data ftp
permit tcp host 5.1.1.100 eq www host 6.1.1.100

permit tcp host 5.1.1.100 eq www host 6.1.1.100 eq www
permit udp host 5.1.1.100 eq snmp host 6.1.1.100

permit icmp host 5.1.250.250 any

]

ip access-list extended src.ip.to.dp-24

permit tcp host 6.1.1.100 eq www host 5.1.1.100
permit ip host 6.1.250.250 host 6.1.250.250

!

arp 1.1.2.2 0000.1111.0019 ARPA

arp 1.1.1.2 0000.1111.0020 ARPA

1

route-map test permit 10

!

route-map dp.2-24 permit 10
match ip address src.ip.to.dp-24
set ip next-hop 1.1.2.2

1

route-map dp.2-23 permit 10
match ip address src.ip.to.dp-23
set ip next-hop 1.1.1.2
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1

snmp-server community public RO
1

1

control-plane

1

1

1

dial-peer cor custom
1

!

!

!

line con O

line vty 0 4
exec-timeout 0 O
password radware
logging synchronous
login

!

no cns aaa enable
end
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Technical Support

Radware offers technical support for all of its products through the Radware Certainty
Support Program. Please refer to your Certainty Support contract, or the Radware Certainty
Support Guide available at:
http://www.radware.com/content/support/supportprogram/default.asp.

For more information, please contact your Radware Sales representative or:

U.S. and Americas: (866) 234-5763
International: +972(3) 766-8666
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