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THE CHALLENGE
The gaming industry has seen tremendous growth over the past years and it now exceeds two billion gamers 
worldwide. Similar to other thriving industries, the gaming sector has become a target for cybercriminals who look to 
damage the user experience for financial gain or impact a game’s performance, in addition to Botters that try to 
manipulate the game integrity. 

Online games have a unique architecture designed to serve their customers’ needs. As a result of their unique 
architecture and their multiplayer design, games can be DDoS attacked through three surfaces: the game server, the 
game lobby, and the game session. Any cybersecurity solution must protect across all three dimensions (3D) to fully 
protect the environment.

This risk grows further when gaming applications are hosted in the public cloud. Public cloud vendors offer limited 
protection and find it hard to identify UDP-based attacks, which leads to successful DDoS attacks that go undetected 
and damage a game’s availability.  The public cloud vendors also lack the security and gaming expertise needed to 
protect this industry from the specific attacks they are experiencing. 

THE SOLUTION
Radware’s new custom-tailored behavioral DDoS protections for the gaming industry provides complete protection of 
the entire gaming arena — from the game server, to the specific game lobby and into the game room itself. This 
multi-layered gaming protection, provided by Radware’s DefensePro, ensures the game’s availability and promises 
the best user experience across legacy data centers and public cloud environments.  

THE NEED
Ð Unique Architecture Needs a Multi-Layered Approach

Ð Heavy UDP Usage Opens the Door for Attackers

Ð Rate-Based Protection Leads to High False-Positive Rate

Ð Public Cloud Vendors Security Falls Short and Lack Gaming Security Expertise

	




MULTI-LAYERED GAMING PROTECTION 
WITH RADWARE DDoS PROTECTION
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In-Game

In-Lobby

In-Server

PROTECTING THE GAMING SERVER & INFRASTRUCTURE
Radware leverages UDP protection algorithms to provide superior protection that covers sophisticated UDP-based 
attacks currently witnessed across the industry. Radware’s advanced behavioral technology stops DDoS attacks  
in milliseconds and characterizes them in under 18 seconds, ensuring the best user experience and a low false-
positive rate. 

PROTECTING THE GAMING LOBBY 
Gaming lobbies pose new security threats as hackers can manipulate the lobby room and fill it with illegitimate users 
and connections. Manipulation of the lobby room can give an advantage to a player by blocking other users from 
joining a specific game session using different flood vectors. Radware’s automated protection for the gaming lobby 
provides the required defense against game lobby manipulation by learning what constitutes “normal” traffic patterns 
and protects the lobby from both TCP and UDP DDoS attacks. 

IN-GAME PROTECTION 
During gaming sessions, malicious gamers can attempt to flood an open connection or an unestablished one to 
influence the game arena and to hold other players from competing. Radware’s technology protects against in-game/
in-session attacks to ensure the best user experience and the legitimate usage of existing connections. Radware 
solution knows how to detect abnormal activity of in-game sessions, no matter the type of game, and to block attack 
once it’s commenced. 

3D GAMING PROTECTION  
WITH RADWARE DEFENSE PRO




