
A U.S. Credit Union Stops Account Takeover and Website 
Scraping Attacks To Reduce IT Network Expenditures

OVERVIEW
This credit union is one of the largest financial institutions in the southern United 
States. It provides a full suite of specialized banking and credit union services to 
nearly 500,000 account holders in the region.

CHALLENGES 
Digital banking services have allowed financial institutions to conveniently and economically 
provide a growing array of services. But with the convenience of online banking comes the risk 
of data theft, fraud and crime. This credit union’s website and mobile application were being 
persistently attacked by bots distributed over thousands of IP addresses executing account 
takeover (ATO) attacks using methods like credential cracking (also known as ‘brute forcing’) 
and credential stuffing (password validation). Had these attacks been successful, customer 
accounts could have been compromised by cybercriminals, leading to unauthorized 
withdrawals, depleted accounts, lawsuits filed by the victims, and adverse publicity that could 
impact the credit union’s reputation. 
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To fight these attacks, the credit union initially tried using labor-intensive manual log analysis and 
blacklisting of bot addresses. In response, botmasters quickly switched their attacks to originate from 
non-blacklisted IP addresses and devices to sidestep these measures.

Confronted by bots that were rotating IP addresses, the IT team at the credit union realized they needed a 
specialized bot mitigation solution to detect and defend against these automated assaults.
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Figure 1:  The credit union experienced 6.7 million total bot hits in a single month that used 
~48,000 unique bot signatures and ~9600 unique user agents

Figure 2: 1,330,000 bot hits on “customer accounts” portal section with ~11,000 unique  
bot signatures 

Figure 3: Malicious bots on homepage and log-in pages
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SOLUTION
As an existing user of Radware’s DefensePro attack mitigation device for network and application security, 
the credit union’s IT team contacted Radware regarding bot management. Radware recommended a 
solution that combined Radware’s Cloud WAF Service integrated with Radware Bot Manager. This solution 
was implemented following a one-week analysis period where Bot Manager analyzed bot patterns on the 
credit union’s website and portals. Radware’s support team helped further refine the system’s bot mitigation 
rules after analyzing how malicious bot handlers changed their attack strategies when detected and 
blocked by Bot Manager. 

Bot attacks on the organization were mitigated by Bot Manager’s patented IDBA (intent-based deep 
behavioral analysis) technology that leverages machine learning to track visitors and ascertain their true 
intent in real time. In addition, Bot Manager’s fingerprinting methodologies and comprehensive bot 
intelligence database improved overall detection accuracy. Distributed bot attacks that had earlier 
originated from thousands of IP addresses were now reduced to negligible levels.  

The credit union’s IT security team was satisfied with Radware’s non-intrusive API-based solution that easily 
integrated with their existing website and mobile application infrastructure. They also appreciated Bot 
Manager’s flexibility in customizing actions against different types of bots, such as showing a CAPTCHA , 
outright blocking, feeding fake data to suspected website scraper bots, and several other options based on 
specific organizational needs. False positives were eliminated through Bot Manager’s reverse feedback 
mechanism which trapped sophisticated bots inside a CAPTCHA loop.

BENEFITS
Radware’s Bot Manager helped the credit union protect customer accounts from ATO attacks by preventing 
fraudulent log-in attempts. Blocking bot attacks improved website and application performance, improved 
the overall user experience and increased customer satisfaction. Moreover, the organization was able to 
rationalize infrastructure and network expenditure and prevent slowdowns and outages caused by 
distributed bot attacks. Eliminating bot traffic also meant that planning and strategic teams were able to 
obtain clean analytics and better insights into key performance indicators to effectively boost their growth 
strategies. Entrusting Radware Bot Manager to secure their digital portal also ensured comprehensive 
protection from bot threats in the future.   
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