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Leading African Banking Group 
Bolsters Protection of its Hybrid 
Environment with Radware Solutions

Overview
This leading financial services institution provides 
banking services to millions of customers on the African 
continent. The bank is an existing customer of Radware’s 
DefensePro® DDoS Protection solution and hybrid  
Cloud DDoS Protection Service. Based on its excellent 
experience with existing Radware solutions, the bank 
expanded its umbrella of security services, to include 
Radware's Emergency Response Team Services, plus 
employing Radware’s Cloud Web Application Firewall 
(WAF) Service to protect its data center and applications 
and using Radware Bot Manager to protect against 
malicious bot attacks.

Customer: Leading African  
Banking Group
Industry: Financial Services

Problems faced:  
• �Unnecessary web traffic impacting 

service and masking potential  
DDoS attacks

• �Malicious bots evading detection 
and targeting APIs

• �Needed an agile solution that  
could adapt safeguard applications 
and data.

Why Radware Cloud WAF Service, 
Bot Manager, and Emergency 
Response Team Services?
• �Greater business continuity and 

operational efficiency
• �Comprehensive protection of web 

applications, mobile apps, and APIs 
from zero-day attacks, automated 
threats, and bots

• �Protects against all the OWASP Top 
10 automated threats, including 
account takeover, credential 
stuffing, and payment fraud.

https://www.radware.com/products/defensepro/
https://www.radware.com/products/cloud-ddos-services/
https://www.radware.com/products/ert/
https://www.radware.com/products/cloud-waf-service/
https://www.radware.com/products/cloud-waf-service/
https://www.radware.com/products/bot-manager/
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Challenges
The banking group wanted to strengthen its security posture and reinforce existing 
defenses. It turned to Radware to increase the protection around its customer facing 
websites, defending them against web application and bot attacks. The bank found that:

1. �Too much unnecessary web traffic was putting a heavy load on their web servers, 
slowing, or denying service to legitimate users and sometimes taking the form 
of a DDoS attack. 
The DDoS attacks were deliberately causing high server resource usage, forcing the 
bank to add more resources to their infrastructure to cater for this additional 
unwanted traffic. The DDoS attacks utilized techniques such as hitting the website 
or server with thousands of concurrent requests or flooding the server with large data 
requests which appear legitimate to a perimeter attack mitigation system. As well as 
slowing the servers down and denying service, these malicious bot attacks are often 
aimed at skewing a company’s visitor/analytics data.

2. �Malicious bots have evolved to a level where they can now mimic human 
behavior, keystrokes, and mouse movements to evade detection and appear as 
genuine users to conventional security systems.  
�These malicious bots are generally programmed to carry out content and price 
scraping, account takeover, bid sniping, ticket scalping, and other harmful activities. 
Protecting against an expanding variety of attack methods and real-time mitigation 
to automated attacks while minimizing false positives can be difficult. It often 
necessitates manual labor, operational costs, and expertise that many organizations 
can’t sustain by themselves. To avoid false positives, many organizations tend to 
reduce the coverage of their negative security policies, focusing on known attack 
types and thereby resulting in a low protection quality. While a well-tuned policy based 
on a negative security protection can provide reasonable protection against known 
attacks, it still leaves applications exposed to zero-day attacks.

3. �As the use of APIs increases, bot attacks targeting APIs are also becoming more 
common. The bank needed a solution that could distinguish between all types of traffic 
such as human, good bots and malicious bots.

4. �Many bank web services use CAPTCHA to help prevent unauthorized account entry, 
however they are viewed by many as a frustrating inconvenience. The bank wanted to 
give customers a seamless and safe experience rather than being presented with 
CAPTCHA challenges to solve. 

5. �With the bank’s applications constantly evolving, they needed an agile solution 
that could support security policies to adapt accordingly and safeguard the 
applications and data they host.
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Solution
The bank selected Radware’s localized Cloud WAF Service, Bot Manager,  
and Emergency Response Team Services to further enhance protection of its  
hybrid environment. 

1. �Since deploying the new services, the bank has ensured greater business 
continuity and operational efficiency with real-time bot protection for the bank’s 
web applications and APIs. 

2. �By using Radware Cloud WAF the bank can protect its applications and APIs against 
zero-day attacks (previously unseen attacks) which requires a positive security 
model that defines the set of allowed transactions, data types and values to ensure 
only legitimate activity is taking place.

3. �With Radware’s Bot manager and mitigation solution the bank can accurately detect 
and distinguish between human traffic, good bots, and malicious bots, and 
ensure comprehensive protection of web applications, mobile apps, and APIs from 
automated threats and bots.

4. �Radware Bot Manager has enhanced its bot mitigation capabilities with a new 
Cryptographic Challenge mitigation option that is immune to third-party tampering 
and makes for a seamless and CAPTCHA-free user experience while simultaneously 
preventing sophisticated bots from harming the bank’s website or applications.

5. �The bank now has precise bot management across web, mobile and API traffic. 
Radware Bot Manager achieves this by combining behavioral modelling for granular 
intent analysis, collective bot intelligence and fingerprinting of browsers, devices, and 
machines. The solution protects against all the OWASP Top 10 automated threats, 
including account takeover, credential stuffing, brute force, denial of inventory, DDoS, 
ad and payment fraud, web scraping and more.

https://www.radware.com/products/cloud-waf-service/
https://www.radware.com/products/bot-manager/

https://www.radware.com/products/ert/


Benefits
Following the deployment of Radware’s localized Cloud WAF Service and Bot 
Management Solution, the bank is now able to:

1. Halt bot-based account takeover

2. Stop web scraping attacks and distributed attacks

3. �Enhance its website performance and improve its KPI tracking and clean 
analytics due to the greater clarity and visibility from the Radware Cloud WAF 
Service dashboard. The Dashboard has delivered a real-time view of the protection 
provided for all the bank's applications. 

“Applications are the core of a financial services business. They are the primary 
revenue drivers, growth and retention engines, and main customer engagement 
platform,” said Yoav Gazelle, Radware’s chief business officer. 

“Radware’s one-stop-shop for security services keeps banks and their applications 
protected against emerging threat vectors as their business grows. We were able to 
expand this customer relationship due to the technical strength and ease of use of our 
products, quick response times, seamless onboarding, and dashboard visibility.” 
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