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Motivation Works Selects Radware Cloud
WAF to Secure its Cloud-Integrated School
Administration Support System

CUSTOMER
Motivation Works Co. Ltd., Japan

INDUSTRY

Education

CHALLENGES

A Protecting against numerous web
application

A DDoS attacks to ensure the
availability of educational support
services.

A Preventing account takeover (ATO)
attacks, scraping of user data, and
other types of bot attacks.

WHY RADWARE CLOUD WAF

A Comprehensive protection against
bot attacks ensure data security.

A Ability to proactively identify and
mitigate automated threats.

A Detailed support response
specialized in Radware services.

A Fully managed servicing
24/7/365 by Emergency
Response Team (ERT).

Overview

Motivation Works (a Cisco ecosystem partner) operates
BLEND, a cloud-based school affairs support system
that is revolutionizing education management in Japan.
BLEND offers comprehensive services including
attendance, grades, and report management, along
with communication tools for teachers, students, and
parents. Since its launch in 2018, BLEND has been
adopted by over 550 schools in the country.

However, the rapid increase in Web DDoS attacks
targeting BLEND posed significant challenges. These
attacks, characterized by high traffic from single IP
addresses, rendered traditional request rate limiting
ineffective. To combat this, Motivation Works chose
Radware's Cloud WAF service offered Employing
advanced behavior-based algorithms, Cloud WAF
effectively mitigates DDoS attacks without disrupting
legitimate traffic, through L7, and features inbuilt bot
attack protection.
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Challenges

Increasingly Sophisticated DDoS Attack Threats Targeting Web
Applications

Web DDoS attacks—an emerging generation of aggressive layer 7 HTTP Flood
attacks—are on the rise. According to Radware’s Global Threat Analysis Report, total
malicious web application and API transactions increased by 171% in 2023 compared to
2022. A significant part of this increase in activity can be attributed to Web DDoS attacks.

Issues Not Addressed by WAF Request Rate Limits

Yuichi Yokohama, head of information security at Motivation Works, Inc., stated that “/n
November 2022 we saw a sharp increase in DDoS attacks from overseas. The attack
methods were very sophisticated, carpet-bombing us from multiple IP addresses at
specific times coinciding with high-usage school hours, hence urgent countermeasures
were needed. A complicating factor was that due to the characteristics of the school
affairs support service, a large number of accesses were inherently concentrated from

a single IP address used by each school. Therefore, we were concerned that an overall
WAF request rate limitation would block out genuine users of the service as well.”

Drawbacks of Conventional WAFs

According to Sangwook Kang, MD of Radware Japan, “Following Russia’s invasion of
Ukraine and the rise of hacktivism, Web DDoS attacks on Japanese organizations have
dramatically increased. Features provided by traditional WAFs such as attack signatures,
rate-limiting, IP reputation, and CAPTCHA challenges, are not enough to completely
stop attacks without blocking legitimate traffic. Instead, organizations need Al-driven and
behavioral-based security solutions that can adapt in real time, accurately detecting and
surgically mitigating malicious traffic, including bot-driven API attacks and ATO (Account
Takeover).”

Solution

Quick Resolution by Radware’s Emergency Response Team

Radware’s Emergency Response Team (ERT) was called upon to address the
sophisticated Web DDoS attacks targeting BLEND. Regarding the process, Mr.
Yokohama said that “As a Cisco ecosystem partner, we had prior knowledge of many
security measures, so we researched what WAF services would be effective against
the attacks on BLEND. We decided that Radware was the best choice because of

its sophisticated defense technology that can block DDoS attacks targeting web
applications with IP-independent source tracking. We then turned to Radware’s ERT for
a quick resolution of the problem.”

Radware’s ERT is a fully managed 24/7/365 service that provides comprehensive
research for attack detection, warning, and protection, and helps configure and update
security policies with Radware’s Cloud WAF service.

Mr. Yokohama added that “Radware’s ERT Team took our consultation seriously
in a short period of time and responded decisively without stopping communication
or BLEND services. We appreciated their response and decided to formally adopt
Radware’s Cloud WAF service.”
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Benefits
7 Accurate Threat Detection and Blocking with Radware’s Cloud WAF
Service

According to Mr. Yokohama, who appreciated Radware’s Cloud WAF service

and the precision support provided by ERT, “We decided to upgrade to Enterprise
Premium, which provides us with dedicated support from a technical account
manager and ERT experts, in addition to web security and managed services. We
will continue to see an increase in unknown threats and new attacks. We believe
that ongoing support from Radware ERT will be essential in protecting BLEND
from these unpredictable threats.”

7 Protection For Layer 7:

Radware’s Cloud WAF service is a specialized solution for network layers 5
through 7, so it can accurately prevent Web DDoS attacks on BLEND.

2 Comprehensive Protection Features:

Web applications such as BLEND are comprehensively secured by Radware’s
protection technology, such as automatic false-positive fixes, built-in DDoS attack
protection, and integrated bot attack protection.

7 Continuous Optimal Protection with Radware Emergency Response
Team:

Comprehensive technical assistance from ERT allows optimal protection to be
maintained, including continuous policy updates.

% Radware’s Cloud WAF service can be easily deployed by simply
switching DNS, so | hope that security professionals who want to
protect their web services more effectively will consider using it. With
Radware’s Emergency Response Team, we get dedicated support
from a technical Account Manager and security experts, in addition
to web security and premium managed services that strengthen our
overall security.”

Yuichi Yokohama, Head of Information Security, Motivation Works, Inc.

To learn more about how Radware Cloud WAF, ERT, and other
solutions comprehensively protect your organization from
cyber-attacks, click here to contact us.
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