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Top North American E-Retailer Defeats  
Account Takeover and Carding Attacks  

with Radware’s Bot Manager

THE CHALLENGES
Despite an in-house bot management 
solution and web application firewall, 
this leading North American e-retailer 
was suffering from bot attacks, which 
were creating revenue loss from 
account takeovers and carding attacks.

THE SOLUTION
After evaluating several vendors, 
including a solution from Distil Networks, 
the company chose Radware’s  
Bot Manager. 

WHY RADWARE
Bot Manager was selected for its 
advanced bot detection capability, 
including device fingerprinting, collective 
bot intelligence and behavioral modeling, 
and its nonintrusive API-based integration.   

THE BENEFITS
The company has eliminated carding 
attempts and fraudulent transactions  
on its website, thereby reducing  
chargebacks and disputed transactions 
while stopping scammers from  
misusing referral programs.

Targeting primarily “young, tech-savvy mothers,” this 
North American multibillion-dollar e-retailer provides a 
curated collection of clothing, home décor, toys, gifts 
and more to women and children. With no brick and 
mortar establishments, the company’s website is the 
cornerstone of its business and revenue stream.  

THE CHALLENGES
For several years the e-retailer had been fighting bot 
attacks attempting to hijack accounts using “credential 
stuffing,” whereby attackers deploy bots that continuously 
test login combinations purchased from the dark web, 
looking for instances of password/username reuse. A 
successful account takeover could steal prepaid gift cards and 
loyalty points, which are resold for profit. Security teams at the 
e-retailer also suspected carding fraud attempts due to high 
numbers of failed payment authorizations (see image below). 
Lastly, the company was concerned about the loss of sensitive 
user information, which would violate user privacy and tarnish 
the company’s reputation and customer trust. 
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THE SOLUTION 
Despite having an internal solution to monitor network traffic and attempt to stop nefarious bots, the e-retailer 
saw a surge in successful login attempts, mostly on weekends. It tried different firewall configurations and 
attempted to build its in-house solution based on user agents and IP-based rate-limiting features to block 
bots. Unfortunately, these tools were difficult to manage and time-consuming, wasting IT resources. 

The company realized that it needed a new bot management solution, which could successfully identify  
and mitigate nefarious bot traffic to curtail the revenue loss taking place from account takeovers and carding 
attacks. In addition, the new solution needed to be installed seamlessly within its environment and adhere  
to internal security policies. 

The e-retailer evaluated several vendors, including a solution from Distil Networks. However, this solution 
would require DNS traffic redirection and modification of the data flow within the e-retailer’s infrastructure.  

Ultimately, the company selected Radware’s Bot Manager for its advanced bot detection capability, which
includes device fingerprinting, collective bot intelligence and behavioral modeling. In addition, the e-retailer’s 
IT team preferred Bot Manager’s nonintrusive API-based solution and was pleased that deployment took 
only hours to complete.  

The customer wanted to garner deep insight into bot traffic before moving to active mode. With granular 
insight on bad and legitimate bot traffic, Radware’s Bot Manager uncovered thousands of sophisticated 
account takeover and carding attacks. Comprehensive reporting of CAPTCHAs “shown versus solved” 
helped the IT team build confidence in the accuracy of the solution’s bot detection capabilities. 

After service installation, the e-retailer’s web application was attacked by thousands of one-time, previously 
used IPs from bots mimicking human behavior to bypass traditional defenses. Radware’s Bot Manager 
analyzed the traffic patterns and blocked the malicious bots before they caused any damage. 
 

Major Attack on  
Auth  Page Witnessed

Bot Traffic Analysis
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“We ruled out vendors that didn’t meet our requirements, 
integrate with our technology stack, were not transparent 
about their capabilities or were difficult to engage for an 

evaluation — and were left with Radware.”   
— Director of Security and Compliance

THE BENEFITS 
Radware’s Bot Manager has proven far more effective than the internal solution and has stopped credential 
stuffing activity, therefore relieving the e-retailer’s stressed IT team from struggling with its internal solution 
that could not effectively handle evolving bot attacks. The IT team now has time to focus on important tasks 
related to adding business value to e-commerce operations.

The company has eliminated carding attempts and fraudulent transactions on the site, thereby reducing 
chargebacks and disputed transactions while stopping scammers from misusing referral programs. To the 
e-retailer’s relief, bot attack volume has decreased dramatically, indicating that attackers have given up. 
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