Weaponized exploits and mass scanning
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Attackers are actively scanning for two critical remote command execution (RCE) vulnerabilities in VMWare &
vCenter servers. The first vulnerability, tracked as CVE-2021-21972, allows remote malicious actors

unrestricted access to the host operating system. The vulnerability has a critical score of 9.8 and was

disclosed in February of this year. Functioning proof of concepts and mass scanning activity followed within

a few days after the disclosure. Recently, the vulnerability has been found weaponized by cryptomining

Python botnet "Necro."

The second RCE vulnerability, tracked as CVE-2021-21985, also allows remote actors unrestricted access
to the host operating system and also has a critical score of 9.8. The vulnerability was disclosed on May
25th, and by June 2nd, a blog post surfaced with technical details of the exploit. The details for
weaponization of CVE-2021-21985 have only been available for three days at the time of writing and
malicious activity is ramping up quickly.

vSphere servers are a hot commodity for malicious actors as they reside inside enterprise networks or virtual
private clouds and provide reasonably large amounts of CPU and memory resources. From cryptojacking
and ransomware to leveraging as malicious infrastructure or as a jump host for lateral movement and
espionage/extortion, vulnerable and exposed servers are easily located and will be abused by malicious
actors.

CVE-2021-21972

On February 23, 2021, VMWare disclosed a RCE vulnerability through the vSphere HTMLS5 client in a
vCenter Server plugin. The severity of the issue was evaluated to be critical with a CVSSv3 score of 9.8. A
malicious actor with network access to the server could exploit this issue to execute commands with
unrestricted privileges on the underlying operating system that hosts the vCenter Server. The privately
reported vulnerability was disclosed simultaneously with a patch that fixed the issue in advisory VMSA-2021-
0002.

On February 24, 2021, Mikhail Klyuchnikov of Positive Technologies published detailed results of his
research from the autumn of 2020 that led to the discovery of the vulnerability. Positive Technologies
originally planned to delay the release of the technical details to give organizations time to patch their
vCenter servers, but after two functioning PoC exploits were already released and attackers started
scanning for unpatched servers, they published earlier.



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21972
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21985
https://www.vmware.com/security/advisories/VMSA-2021-0002.html
https://www.vmware.com/security/advisories/VMSA-2021-0002.html
https://www.vmware.com/security/advisories/VMSA-2021-0002.html
https://swarm.ptsecurity.com/unauth-rce-vmware/
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Figure 1: Scanning activity for CVE-2021-21972; first event detected on Feb 25, 2021

On June 3, 2021, Talos reported the addition of CVE-2021-21972 in the list of exploits leveraged by the
Necro Python botnet since May 11th. Necro has been in development since 2015 and recently received
significant updates as documented by Check Point Research and Netlab360 in January of 2021. Necro is
known to abuse systems to mine for Monero (XMR) and Tezos (XTZ) cryptocurrencies.

CVE-2021-21985

On May 25, 2021, VMWare disclosed a remote code execution vulnerability due to lack of input validation in
the vVSAN Health Check plugin. The affected Virtual SAN Health Check plugin is enabled in all vCenter
server deployments, regardless of vSAN being used or not. The issue was evaluated as critical with a
CVSSv3 score of 9.8. A malicious actor with network access to vCenter could exploit this issue to execute
commands with unrestricted privileges on the underlying operating system that hosts the vCenter Server.
VMWare released patches to address the critical security issue through advisory VMSA-2021-0010.

On June 2, 2021, a post on Windy's Blog revealed enough details for any actor to weaponize the remote
code execution in an exploit.


https://blog.talosintelligence.com/2021/06/necro-python-bot-adds-new-tricks.html
https://research.checkpoint.com/2021/freakout-leveraging-newest-vulnerabilities-for-creating-a-botnet/
https://blog.netlab.360.com/necro-upgrades-again-using-tor-dynamic-domain-dga-and-aiming-at-both-windows-linux/
https://www.vmware.com/security/advisories/VMSA-2021-0010.html
https://www.vmware.com/security/advisories/VMSA-2021-0010.html
https://www.iswin.org/2021/06/02/Vcenter-Server-CVE-2021-21985-RCE-PAYLOAD/
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Figure 2: Windy's blog post on CVE-2021-21985 RCE payload

By June 1st, Radware's deception network recorded the first random scan events for CVE-2021-21985 and
witnessed it escalate quickly over the next several days.
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Figure 3: Scanning activity for CVE-2021-21985

Scanning For Vulnerabilities

While we detected scanning efforts by more sophisticated malicious actors seeking to exploit these
vulnerabilities, less sophisticated actors can easily leverage a multitude of 10T search engines that provide
this service to the masses. For a small fee, anyone can access and leverage the APIs offered by internet
scanning engines, such as Shodan, ZoomEye and Censys, for automating vulnerability assessments of
exposed VMWare vSphere servers.
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Figure 6: ZoomEye vCenter server search - unregistered (dd June 4, 2021)

Reasons for Concern

Both vulnerabilities are weaponized and exploited in the wild by malicious actors. Actors have access to a
multitude of resources to perform the assessment of exposed servers and abuse them. Most important
threats faced by vulnerable and exposed VMWare vCenter servers are:

e Cryptojacking: malicious cryptomining by cybercriminals on compromised servers

¢ Ransomware: unground actors will be leveraging the vulnerability to establish initial access and sell
the foothold to crime syndicates to run their extortion campaigns

e Compromised servers are great hosts for malicious services such as Command and Control servers,
spam and malicious activity relays and proxies. Hosts inside the network of legitimate organizations
are harder to take down through simple blocklisting or filing abuse.

e Servers inside the data center are perfect jump hosts for lateral movement inside the network and
can be leveraged for stealing and espionage

Protection And Mitigation

Radware DefensePro already protects your network against exploitation of CVE-2021-21972 with signature
ID 19948. Radware is in the process of QA testing a signature to protect against exploitation of CVE 2021-
21985 that will be included automatically in a next signature update.
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Radware's web application firewall detects and blocks potential exploits leveraging CVE-2021-21972 and &
CVE-2021-21985 as Code Injection violations.

Patching vCenter is still the recommended way to mitigate potential attacks. If that is not possible within an
acceptable timeframe, the impacted vCenter plugins can be individually disabled. More information on
disabling the plugins can be found in the VMWare knowledgebase article "How to Disable VMware Plugins
in vCenter Server (83829)."

If you need vCenter servers accessible to the internet, consider not directly exposing them but rather using a
VPN to limit access to trusted parties only.

Even if your vCenter servers are not exposed to the internet, you should plan to upgrade or implement the
workaround as soon as possible. Internal vCenter servers can be abused for lateral movement or privilege
escalation.

Indicators of Compromise (I0C)

CVE-2021-21972
Exploit detection: POST /ui/vropspluginui/rest/services/uploadova

Scanning activity: Request uri = /ui/vropspluginui/*

CVE-2021-21985
Exploit detection: POST /ui/h5-vsan/rest/proxy/service/&vsanProviderUtils_setVmodIHelper/setTargetObject

Scanning activity: Request uri = /ui/h5-vsan/rest/proxy/

EFFECTIVE DDOS PROTECTION ESSENTIALS

# Hybrid DDoS Protection - On-premise and cloud DDoS protection for real-time DDoS attack
prevention that also addresses high volume attacks and protects from pipe saturation

# Behavioral-Based Detection - Quickly and accurately identify and block anomalies while allowing
legitimate traffic through

# Real-Time Signature Creation - Promptly protect from unknown threats and zero-day attacks

# A Cybersecurity Emergency Response Plan - A dedicated emergency team of experts who have
experience with Internet of Things security and handling 10T outbreaks
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https://kb.vmware.com/s/article/83829
https://www.radware.com/products/cloud-ddos-services/
https://www.radware.com/solutions/security/
https://www.radware.com/solutions/security/
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# Intelligence on Active Threat Actors — high fidelity, correlated and analyzed date for preemptive 4
protection against currently active known attackers.

For further network and application protection measures, Radware urges companies to inspect and
patch their network to defend against risks and threats.

EFFECTIVE WEB APPLICATION SECURITY ESSENTIALS
# Full OWASP Top-10 coverage against defacements, injections, etc.
Low false positive rate — using negative and positive security models for maximum accuracy

Auto policy generation capabilities for the widest coverage with the lowest operational effort

NN N

Bot protection and device fingerprinting capabilities to overcome dynamic IP attacks and achieving
improved bot detection and blocking

\

Securing APIs by filtering paths, understanding XML and JSON schemas for enforcement, and
activity tracking mechanisms to trace bots and guard internal resources

# Flexible deployment options - on-premise, out-of-path, virtual or cloud-based

LEARN MORE AT DDOS WARRIORS

To know more about today’s attack vector landscape, understand the business impact of cyber-attacks or
learn more about emerging attack types and tools visit Radware's Security Research Center. Itis the
ultimate resource for everything security professionals need to know about DDoS attacks and cybersecurity.



https://www.radware.com/solutions/ddos-protection/
https://security.radware.com/

